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Integrity is a dual of confidentiality
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> Properties refuted by observing two finite traces > Need new algorithms to generate inputs that trigger 2-safety violations
a Test harness
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Confidentiality and integrity are 2-safety properties

» A trace is sequence of execution states, t = 5357 ... S,
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Indistinguishability Test Intermediate representation
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> Instrument Verilog model to collect simulation metric

Goal :
e automated technique for finding 2-safety hyperproperty violations Fuzzer
* |language for specifying security properties

> A variant of AFL to be used along with Hyperproperties

Conclusion
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SPECIFICATION Observa.tic.)nal JZdancewic, S., et al. Observational determinism for concurrent
Determinism program. > Fuzzing has the potential to be scalable.

HyperLTL AHyperLTL and HyperCTL* are extension of LTL and CTL* [CFK+14]
HyperCTL*

> Existing solutions for SoC security validation are not effective

> |t has been successful in finding many software vulnerabilities.

» HYPERFUZZING leverages power of fuzzing to find security violations in SoCs.

JHardware design is converted to a GLIFT logic for verification [HOI+11]
(dSecVerilog, Caiosson and Sapper uses information flow type systems at

Information HDL

ow Tacking GUIFT : much overhea

(GLIFT, HDL LIFT) - . . - .
HDL LIFT : doesn’t guarantee no violations in runtime
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JFuzzing is used for finding software vulnerabilities
American JAFL uses genetic algorithm to discover new test inputs [Zal14]

Fuzzy Lop (afl) can’t be used for 2-safety violation SoCs
scalable
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