
SMT-based Gas	Consumption Computation for	Smart	Contracts

• Smart	contracts are	immutable once	deplyed.	
• Gas-related flaws cause	money losses, DoS,	etc.	
• Effects are	anytime after deployment.

THIS	WORK	
• Analysing gas	consumption.
• Using	a	technique inspired by	BMC.
• Contractmodel and	gas	specification as input.	
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1 ADD(int x, int y, int r):
2 > ! r = x+ y
3

4 SSTORE(int l, int v):
5 > ! STORAGE[l] = v
6

7 g(int u):
8 > ! SSTORE(id(a) 7! l, u 7! v)
9

10 f(bool c, int z):
11 c ! g(z 7! u)
12 c ! ADD(z 7! x, 1 7! y, z1 7! r)
13 c ! g(z1 7! u)

C[f(c, z)] = {
¬c,
c ^ a = 0 ^ z 6= 0 ^ z 6= �1,
c ^ a = 0 ^ z = 0,
c ^ a = 0 ^ z = �1,
c ^ a 6= 0

}

a = 42; f(false, 24)
a = 0;  f(true, 11)
a = 0;  f(true, 0)
a = 0;  f(true, -1)
a = 42; f(true, 89)

Exact execution cost (gas)

21860
47024
46960
34008
32024

Model: FSSA

SSTORE(l, v) {STORAGE[l] = v}

STORAGE[l] = 0 ^ v 6= 0 STORAGE[l] 6= 0 ^ v = 0

STORAGE[l] 6= 0 ^ v 6= 0

_
STORAGE[l] = 0 ^ v = 0

Gas Specifications
– Cost-equivalence classes (CECs) of built-in functions

– Formulas over storage and function parameters

– Each assignment satisfies exactly one formula

Example: classes for builtin storage store function

– Built-ins: guarded formulas 

– User-defined: guarded function calls

Function-oriented SSA of contract C

Smart contract

The algorithm to compute the CECs

Call graph of contract C
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Gas Properties
CECs of contract C

Concrete gas consumption
Executions from the CECs of C

Example: A contract written in Solidity

Summary
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CECs are computed

visiting the call graph

We assume no recursion
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Benefits: 
Preventing gas-related flaws

Benefits: 
Preventing out-of-gas transactions

WHAT: Precise measuring of gas consumption
of smart contracts transactions.

HOW: Using a technique inspired by BMC
using contract and gas specifications as input.

WHY: Smart contracts are immutable once
deplyed. Gas-related flaws cause funds being
stuck or lost anytime after deployment.
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