
This material is based upon work supported in part by the National Science Foundation 
Graduate Research Fellowship Program under Grant No. #DGE-1656466 and NSF Grant 
No. 1525936. Any opinions, findings, and conclusions or recommendations expressed in 
this material are those of the author(s) and do not necessarily reflect the views of the 
National Science Foundation.

Call-Graph-Guided Verification
Lauren Pick (lpick@princeton.edu) 

Princeton UniversIty 

Example Program

void main() {
  assert not(even(f() - 1));
}

int f() {
  return h(g());
}

int g() {
  return 2*havoc() + 1;
}

bool h(x) {
  return x + 1;
}

bool even(x) {
  assume (x >= 0);
  if (x==0) return true;
  else return odd(x - 1);
}

bool odd(x) {
  assume (x >= 1);
  if (x == 1) return true;
  return even(x - 1);
}

main

f even

g h odd

Example Program Call 

Modular Verification
Goal: Infer procedure summaries that are… 
• sufficient for verification 
• efficiently computable 
• sufficiently abstract and relevant to reason about the whole program

Challenges 
• How should procedures be explored and in what environments (if any) 

should a procedure call be considered? 
• How do we ensure procedure relevance and scalability? 
• How would mutual recursion be handled?

Call Graph and Bounded Environments
Exploring Procedures and Environments 
• Consider each procedure in an environment to learn over- and under-

approximate summaries 
• Environments represent possible counterexample paths 
• Choose a finite path through the call graph: 

• Final call is the target procedure to consider 
• The rest of the procedures in the path make up the environment

Scalability: Use Bounded Environments 
• Longer call paths lead to larger queries and poor scalability 
• Achieve scalability by approximating the environments 
• A b-bounded environment captures at most the body of b procedures 

above the target procedure in the call graph path

main

f even

g h odd

even

Full Environment (lighter) 
and Target Procedure 

main

f even

g h odd

even

2-Bounded Environment 
(lighter) and Target Procedure 

Mutual Recursion 
• Handle recursion by performing explicit induction 
• Handle mutual recursion by performing induction under assumptions 
• Choice of assumptions: assume the negation of the (bounded) 

environment of procedures above the target 
• Learn implications among procedure summaries — we call these 

Environment-Call (EC) lemmas

Learning Procedure Summaries

Experimental Results

• Clover: our prototype implementation 
• Evaluated on three sets of benchmarks: 

1. 101 CHC-Comp 2019 benchmarks 
2. Benchmarks containing mutual recursion, programs based on 

Montgomery encoding and s2n, and combinations of these 
3. Benchmarks containing unbounded arrays 

• Compared against other tools [1,2,3,4,5] 
• Results demonstrate Clover is very effective for the latter two benchmark 

sets while remaining competitive with other tools on the first

Clover Spacer Eldarica HoIce PCSat Ultimate 
Unihorn

CHC-Comp 81 93 94 92 81 76
Mutual 
Recursion

24 12 0 0 0 0

Montgomery 16 6 14 14 3 13
s2n 6 5 0 2 N/A 6

Combination 2 0 0 0 0 0
Arrays 35 20 N/A N/A N/A N/A

Number of examples in each set of benchmarks (shown on 
left) solved by each tool (shown on top)

Competing tool runtime (s)

Comparison of runtimes on the 
second set of benchmarks
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� &WBMVBUJPO BOE 3FTVMUT
8F JNQMFNFOUFE PVS NPEVMBS WFSJDBUJPO BMHPSJUIN JO B
UPPM DBMMFE $ॲॵॼ५ॸ� 8F JNQMFNFOUFE $ॲॵॼ५ॸ PO UPQ PG UIF
'ॸ५ॷ)ॵॸॴ $)$ TPMWFS BOE UIF ;� 4.5 TPMWFS�

8F FWBMVBUFE $ॲॵॼ५ॸ PO UISFF TFUT PG CFODINBSLT BOE
DPNQBSFE JUT SFTVMUT PO UIFTF CFODINBSLT XJUI UIF SFTVMUT
HJWFO CZ FYJTUJOH UPPMT� य़F STU TFU PG CFODINBSLT JT B TVC�
TFU PG UIF CFODINBSLT VTFE JO $)$�$PNQ� य़F TFDPOE TFU
PG CFODINBSLT JODMVEFT GBNJMJFT PG NVUVBMMZ�SFDVSTJWF QSP�
HSBNT BOE QSPHSBNT CBTFE PO SFBM�XPSME DPEF�य़F UIJSE TFU
PG CFODINBSLT DPOTJTUT PG QSPHSBNTXJUI VOCPVOEFE BSSBZT�
8F DPNQBSFE $ॲॵॼ५ॸ BHBJOTU UPPMT FOUFSFE JO $)$�$PNQ
JO ����� 4ॶ१३५ॸ <��> &ॲ४१ॸ९३१ <��> )ॵ*३५ <��> 1$4१ॺ <��>
BOE 6ॲॺ९ॳ१ॺ५ 6ॴ९८ॵॸॴ <��>�

'PS BMM FYQFSJNFOUT XF VTFE B UJNFPVU PG �� NJOVUFT 	BT
VTFE JO $)$�$PNQ
� 8F SBO $ॲॵॼ५ॸ PO B .BD#PPL 1SP
XJUI B ���()[ *OUFM $PSF J� QSPDFTTPS BOE �(# 3". CVU
UIF PUIFS UPPMT XFSF SVO VTJOH 4UBS&YFD <��>�

��� 3FTVMUT GPS $)$�$PNQ #FODINBSLT
8F SBO $ॲॵॼ५ॸ XJUI EJFSFOU QBSBNFUFST PO B TFMFDUJPO PG
$)$�$PNQ CFODINBSLT 	��� JO UPUBM
 DPOUSJCVUFE CZ )ॵ*३५
BOE 1$4१ॺ TJODF UIFZ GFBUVSF NBOZ QSPDFEVSFT BOE OPO�
MJOFBS SFDVSTJPO� 8F OE UIBU $ॲॵॼ५ॸ QFSGPSNT DPNQBSB�
CMZ UP PUIFS UPPMT BT TIPXO JO 5BCMF �� )FSF ۠$ॲॵॼ५ॸ 	%F�
GBVMU
ۡ SFQPSUT UIF OVNCFS PG CFODINBSLT TPMWFE CZ $ॲॵॼ५ॸ
XJUI B EFGBVMU DPOHVSBUJPO 	CPVOE 5 XJUI HVFTTJOH
 XIJMF
۠$ॲॵॼ५ॸ 	#FTU
ۡ SFQPSUT UIF OVNCFS TPMWFE CZ UIF CFTU DPO�
HVSBUJPO BNPOH UIPTF UIBU XF USJFE 	XIJDI WBSZ JO CPVOE
HVFTT BOE PUIFS IFVSJTUJD TF॒JOHT
�

"T NFOUJPOFE CFGPSF $ॲॵॼ५ॸ JT JOUFOEFE UP CF B QSPHSBN
WFSJFS OPU KVTU B $)$ TPMWFS� 8IJMF $ॲॵॼ५ॸ UBLFT B TZTUFN
PG $)$T BT JOQVU JU BTTVNFT UIBU UIFTF $)$T SFTVMU GSPN FO�
DPEJOH B QSPHSBN JO BXBZ UIBU QSFTFSWFT JUT DBMM HSBQI TUSVD�
UVSF� *U JT VODMFBS XIJDI PG UIF UPPMT UIBU XF DPNQBSF BHBJOTU
DBO JOGFS QSPDFEVSF TVNNBSJFT TJODF UIFZ GPDVT NPTUMZ PO
QSPWJOH DPSSFDUOFTT� *O QBSUJDVMBS UIFZ PॏFO VTF JOMJOJOH
UIBU CMVST UIF QSPDFEVSF CPVOEBSJFT� 4ॶ१३५ॸ GPS FYBNQMF
FNQMPZT BO JOJUJBM JOMJOJOH QBTT TP UIBU UIF JOUFSQSFUBUJPOT
UIBU JU QSPWJEFT GPS UIF SFMBUJPOT JO UIF TZTUFN PG $)$T BSF
BDUVBMMZ TPMVUJPOT GPS UIF USBOTGPSNFE $)$T�

��� 3FTVMUT GPS $MPWFS #FODINBSLT
8F DPOTJEFS B GVSUIFS TFU PG CFODINBSLT UIBU �
 FYIJCJU NV�
UVBM SFDVSTJPO BOE �
 BSF CBTFE PO SFBM�XPSME DPEF XIPTF
DPSSFDUOFTT IBT TFDVSJUZ JNQMJDBUJPOT� 8F QMBO UP DPOUSJCVUF
UIJT TFU PG CFODINBSLT UP $)$�$PNQ BOE SFGFS UP UIFN BT
$ॲॵॼ५ॸ CFODINBSLT JO UIF TFRVFM�

य़F SFTVMUT PG PVS FWBMVBUJPO BSF TIPXO JO 5BCMF � XIFSF
UIF SPXT TIPX EJFSFOU GBNJMJFT PG CFODINBSLT 	OVNCFS
PG CFODINBSLT JO QBSFOUIFTJT
 BOE DPMVNOT TIPX UIF SF�
TVMUT GPS EJFSFOU UPPMT JODMVEJOH B TJOHMF DPOHVSBUJPO PG
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4ॶ१३५ॸ &ॲ४१ॸ९३१ )ॵ*३५ 1$4१ॺ 6ॲॺ९ॳ१ॺ५ 6ॴ९८ॵॸॴ

'JHVSF ��� 5JNJOH SFTVMUT GPS UIF �� $ॲॵॼ५ॸ CFODINBSLT�
1PJOUT CFMPX UIF EJBHPOBM MJOF BSF UIPTF GPS XIJDI $ॲॵॼ५ॸ
PVUQFSGPSNT UIF DPSSFTQPOEJOH UPPM� 1PJOUT PO UIF SJHIU
FEHF JOEJDBUF UJNFPVUT PG UIF DPSSFTQPOEJOH UPPM�

$ॲॵॼ५ॸ 	CPVOE 10 OP HVFTTJOH
� 'JH� �� TIPXT SVOUJNF SF�
TVMUT GPS UIFTF CFODINBSLT� 8F EFTDSJCF UIF EJFSFOU GBNJ�
MJFT PG CFODINBSLT BOE UPPM SFTVMUT CFMPX�

.VUVBM 3FDVSTJPO CFODINBSLT य़FTF CFODINBSLT BSF
CBTFE PO B NVUVBMMZ�SFDVSTJWF FODPEJOH PG 2p2M BOE Q//
BOE BSF TJNJMBS UP UIF NPUJWBUJOH FYBNQMF JO 4FDU� �� 'PS
UXFMWF PG UIFTF CFODINBSLT UIF FODPEJOH JT UIF TBNF BT CF�
GPSF CVU UIF QSPQFSUJFT WBSZ� *O UIF SFNBJOJOH UXFMWF CFODI�
NBSLT UIF FODPEJOH FYUFOET 2p2M BOE Q// UP IBOEMF OFHB�
UJWF JOQVUT BT XFMM� /PUF UIBU OFHBUJWF JOQVUT MFBE UP NPSF
DPOUSPM�PXQBUIT UISPVHI UIF QSPDFEVSFT� "MM PG UIFTF CFODI�
NBSLT JOWPMWF UXP RVFSJFT XIFSF UIF TVNNBSJFT JOGFSSFE
GSPN UIF STU RVFSZ TIPVME 	BOE JO $ॲॵॼ५ॸT DBTF EP
 IFMQ
XJUI TPMWJOH UIF TFDPOE RVFSZ� *OEFFE $ॲॵॼ५ॸ XBT UIF POMZ
UPPM DBQBCMF PG TPMWJOH BMM PG UIFTF CFODINBSLT XIJMF &ॲং
४१ॸ९३१ 1$4१ॺ BOE6ॲॺ९ॳ१ॺ५6ॴ९८ॵॸॴXFSF VOBCMF UP TPMWF
BOZ PG UIFN� 'JWF PG UIFTF �� CFODINBSLT DPVME CF TPMWFE
POMZ CZ $ॲॵॼ५ॸ�

.POUHPNFSZ CFODINBSLT #BTFE PO SFBM�XPSME DPEF UIFTF
CFODINBSLT JOWPMWF QSPWJOH QSPQFSUJFT BCPVU UIF FODPEJOHT
	J�F� .POUHPNFSZ SFQSFTFOUBUJPOT
 PG OVNCFST VTFE JO QFS�
GPSNJOH.POUHPNFSZNVMUJQMJDBUJPO <��>� *O FBDI CFODINBSL
UXP DPODSFUF OVNCFST BSF FODPEFE JOUP UIFJS .POUHPNFSZ
SFQSFTFOUBUJPOT BOE UIF QSPQFSUZ DIFDLT UIFJS TVN� य़F QB�
SBNFUFST VTFE JO UIF .POUHPNFSZ NVMUJQMJDBUJPO FODPEJOH
	J�F� UIF NPEVMVT BOE BVYJMJBSZ NPEVMVT
 BSF BMTP DPODSFUF
CVU WBSZ BDSPTT UIF CFODINBSLT UIFSFCZ BMMPXJOH UIFN UP
CF TPMWFE XJUIPVU JOGFSSJOH OPOMJOFBS JOWBSJBOUT� .PTU UPPMT
QFSGPSN XFMM PO UIJT TFU PG CFODINBSLT� $ॲॵॼ५ॸ &ॲ४१ॸ९३१
BOE )ॵ*३५ TPMWF BMM PG UIFN BOE 6ॲॺ९ॳ१ॺ५ 6ॴ९८ॵॸॴ TPMWFT
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� &WBMVBUJPO BOE 3FTVMUT
8F JNQMFNFOUFE PVS NPEVMBS WFSJDBUJPO BMHPSJUIN JO B
UPPM DBMMFE $ॲॵॼ५ॸ� 8F JNQMFNFOUFE $ॲॵॼ५ॸ PO UPQ PG UIF
'ॸ५ॷ)ॵॸॴ $)$ TPMWFS BOE UIF ;� 4.5 TPMWFS�

8F FWBMVBUFE $ॲॵॼ५ॸ PO UISFF TFUT PG CFODINBSLT BOE
DPNQBSFE JUT SFTVMUT PO UIFTF CFODINBSLT XJUI UIF SFTVMUT
HJWFO CZ FYJTUJOH UPPMT� य़F STU TFU PG CFODINBSLT JT B TVC�
TFU PG UIF CFODINBSLT VTFE JO $)$�$PNQ� य़F TFDPOE TFU
PG CFODINBSLT JODMVEFT GBNJMJFT PG NVUVBMMZ�SFDVSTJWF QSP�
HSBNT BOE QSPHSBNT CBTFE PO SFBM�XPSME DPEF�य़F UIJSE TFU
PG CFODINBSLT DPOTJTUT PG QSPHSBNTXJUI VOCPVOEFE BSSBZT�
8F DPNQBSFE $ॲॵॼ५ॸ BHBJOTU UPPMT FOUFSFE JO $)$�$PNQ
JO ����� 4ॶ१३५ॸ <��> &ॲ४१ॸ९३१ <��> )ॵ*३५ <��> 1$4१ॺ <��>
BOE 6ॲॺ९ॳ१ॺ५ 6ॴ९८ॵॸॴ <��>�

'PS BMM FYQFSJNFOUT XF VTFE B UJNFPVU PG �� NJOVUFT 	BT
VTFE JO $)$�$PNQ
� 8F SBO $ॲॵॼ५ॸ PO B .BD#PPL 1SP
XJUI B ���()[ *OUFM $PSF J� QSPDFTTPS BOE �(# 3". CVU
UIF PUIFS UPPMT XFSF SVO VTJOH 4UBS&YFD <��>�

��� 3FTVMUT GPS $)$�$PNQ #FODINBSLT
8F SBO $ॲॵॼ५ॸ XJUI EJFSFOU QBSBNFUFST PO B TFMFDUJPO PG
$)$�$PNQ CFODINBSLT 	��� JO UPUBM
 DPOUSJCVUFE CZ )ॵ*३५
BOE 1$4१ॺ TJODF UIFZ GFBUVSF NBOZ QSPDFEVSFT BOE OPO�
MJOFBS SFDVSTJPO� 8F OE UIBU $ॲॵॼ५ॸ QFSGPSNT DPNQBSB�
CMZ UP PUIFS UPPMT BT TIPXO JO 5BCMF �� )FSF ۠$ॲॵॼ५ॸ 	%F�
GBVMU
ۡ SFQPSUT UIF OVNCFS PG CFODINBSLT TPMWFE CZ $ॲॵॼ५ॸ
XJUI B EFGBVMU DPOHVSBUJPO 	CPVOE 5 XJUI HVFTTJOH
 XIJMF
۠$ॲॵॼ५ॸ 	#FTU
ۡ SFQPSUT UIF OVNCFS TPMWFE CZ UIF CFTU DPO�
HVSBUJPO BNPOH UIPTF UIBU XF USJFE 	XIJDI WBSZ JO CPVOE
HVFTT BOE PUIFS IFVSJTUJD TF॒JOHT
�

"T NFOUJPOFE CFGPSF $ॲॵॼ५ॸ JT JOUFOEFE UP CF B QSPHSBN
WFSJFS OPU KVTU B $)$ TPMWFS� 8IJMF $ॲॵॼ५ॸ UBLFT B TZTUFN
PG $)$T BT JOQVU JU BTTVNFT UIBU UIFTF $)$T SFTVMU GSPN FO�
DPEJOH B QSPHSBN JO BXBZ UIBU QSFTFSWFT JUT DBMM HSBQI TUSVD�
UVSF� *U JT VODMFBS XIJDI PG UIF UPPMT UIBU XF DPNQBSF BHBJOTU
DBO JOGFS QSPDFEVSF TVNNBSJFT TJODF UIFZ GPDVT NPTUMZ PO
QSPWJOH DPSSFDUOFTT� *O QBSUJDVMBS UIFZ PॏFO VTF JOMJOJOH
UIBU CMVST UIF QSPDFEVSF CPVOEBSJFT� 4ॶ१३५ॸ GPS FYBNQMF
FNQMPZT BO JOJUJBM JOMJOJOH QBTT TP UIBU UIF JOUFSQSFUBUJPOT
UIBU JU QSPWJEFT GPS UIF SFMBUJPOT JO UIF TZTUFN PG $)$T BSF
BDUVBMMZ TPMVUJPOT GPS UIF USBOTGPSNFE $)$T�

��� 3FTVMUT GPS $MPWFS #FODINBSLT
8F DPOTJEFS B GVSUIFS TFU PG CFODINBSLT UIBU �
 FYIJCJU NV�
UVBM SFDVSTJPO BOE �
 BSF CBTFE PO SFBM�XPSME DPEF XIPTF
DPSSFDUOFTT IBT TFDVSJUZ JNQMJDBUJPOT� 8F QMBO UP DPOUSJCVUF
UIJT TFU PG CFODINBSLT UP $)$�$PNQ BOE SFGFS UP UIFN BT
$ॲॵॼ५ॸ CFODINBSLT JO UIF TFRVFM�

य़F SFTVMUT PG PVS FWBMVBUJPO BSF TIPXO JO 5BCMF � XIFSF
UIF SPXT TIPX EJFSFOU GBNJMJFT PG CFODINBSLT 	OVNCFS
PG CFODINBSLT JO QBSFOUIFTJT
 BOE DPMVNOT TIPX UIF SF�
TVMUT GPS EJFSFOU UPPMT JODMVEJOH B TJOHMF DPOHVSBUJPO PG
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'JHVSF ��� 5JNJOH SFTVMUT GPS UIF �� $ॲॵॼ५ॸ CFODINBSLT�
1PJOUT CFMPX UIF EJBHPOBM MJOF BSF UIPTF GPS XIJDI $ॲॵॼ५ॸ
PVUQFSGPSNT UIF DPSSFTQPOEJOH UPPM� 1PJOUT PO UIF SJHIU
FEHF JOEJDBUF UJNFPVUT PG UIF DPSSFTQPOEJOH UPPM�

$ॲॵॼ५ॸ 	CPVOE 10 OP HVFTTJOH
� 'JH� �� TIPXT SVOUJNF SF�
TVMUT GPS UIFTF CFODINBSLT� 8F EFTDSJCF UIF EJFSFOU GBNJ�
MJFT PG CFODINBSLT BOE UPPM SFTVMUT CFMPX�

.VUVBM 3FDVSTJPO CFODINBSLT य़FTF CFODINBSLT BSF
CBTFE PO B NVUVBMMZ�SFDVSTJWF FODPEJOH PG 2p2M BOE Q//
BOE BSF TJNJMBS UP UIF NPUJWBUJOH FYBNQMF JO 4FDU� �� 'PS
UXFMWF PG UIFTF CFODINBSLT UIF FODPEJOH JT UIF TBNF BT CF�
GPSF CVU UIF QSPQFSUJFT WBSZ� *O UIF SFNBJOJOH UXFMWF CFODI�
NBSLT UIF FODPEJOH FYUFOET 2p2M BOE Q// UP IBOEMF OFHB�
UJWF JOQVUT BT XFMM� /PUF UIBU OFHBUJWF JOQVUT MFBE UP NPSF
DPOUSPM�PXQBUIT UISPVHI UIF QSPDFEVSFT� "MM PG UIFTF CFODI�
NBSLT JOWPMWF UXP RVFSJFT XIFSF UIF TVNNBSJFT JOGFSSFE
GSPN UIF STU RVFSZ TIPVME 	BOE JO $ॲॵॼ५ॸT DBTF EP
 IFMQ
XJUI TPMWJOH UIF TFDPOE RVFSZ� *OEFFE $ॲॵॼ५ॸ XBT UIF POMZ
UPPM DBQBCMF PG TPMWJOH BMM PG UIFTF CFODINBSLT XIJMF &ॲং
४१ॸ९३१ 1$4१ॺ BOE6ॲॺ९ॳ१ॺ५6ॴ९८ॵॸॴXFSF VOBCMF UP TPMWF
BOZ PG UIFN� 'JWF PG UIFTF �� CFODINBSLT DPVME CF TPMWFE
POMZ CZ $ॲॵॼ५ॸ�

.POUHPNFSZ CFODINBSLT #BTFE PO SFBM�XPSME DPEF UIFTF
CFODINBSLT JOWPMWF QSPWJOH QSPQFSUJFT BCPVU UIF FODPEJOHT
	J�F� .POUHPNFSZ SFQSFTFOUBUJPOT
 PG OVNCFST VTFE JO QFS�
GPSNJOH.POUHPNFSZNVMUJQMJDBUJPO <��>� *O FBDI CFODINBSL
UXP DPODSFUF OVNCFST BSF FODPEFE JOUP UIFJS .POUHPNFSZ
SFQSFTFOUBUJPOT BOE UIF QSPQFSUZ DIFDLT UIFJS TVN� य़F QB�
SBNFUFST VTFE JO UIF .POUHPNFSZ NVMUJQMJDBUJPO FODPEJOH
	J�F� UIF NPEVMVT BOE BVYJMJBSZ NPEVMVT
 BSF BMTP DPODSFUF
CVU WBSZ BDSPTT UIF CFODINBSLT UIFSFCZ BMMPXJOH UIFN UP
CF TPMWFE XJUIPVU JOGFSSJOH OPOMJOFBS JOWBSJBOUT� .PTU UPPMT
QFSGPSN XFMM PO UIJT TFU PG CFODINBSLT� $ॲॵॼ५ॸ &ॲ४१ॸ९३१
BOE )ॵ*३५ TPMWF BMM PG UIFN BOE 6ॲॺ९ॳ१ॺ५ 6ॴ९८ॵॸॴ TPMWFT
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assume: odd.out ⇔ (1 + odd.in) mod 2 = ︎0 

prove:    even.out ⇔ even.in mod 2 = ︎0

even

odd

even

odd

Update Target’s Under-Approximate Summary 

Over-approximate Environment 
Under-Approximate Procedure 

even

odd

even

Under-approximate Environment 
Under-Approximate Procedure 
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even

• Perform SMT check for under-approximation of procedure body 
and over-/under-approximation of environment 

• If satisfiable, learn potential counterexample behaviors in target

Update Target’s Over-Approximate Summary 

• Perform SMT check for over-approximation of procedure body and 
over-/under-approximation of environment 

• If unsatisfiable 
• find interpolant I that separates the target and environment 
• learn interpolant as over-approximation 

• With induction to handle recursion 
• With assumptions to handle mutual recursion
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Over-Approximate Procedure 
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